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1. STUDENT PRIVACY STATEMENT

Church Teachers College (CTC) “the college”, “our” is committed to the responsible
handling of information in accordance with the mission of the institution and national privacy
standards. This document provides information on students’ expectations of the college when
your personal information is collected. The following key terms are included to further
inform you about Data and Privacy Protection.

2. KEY DATA PROTECTION TERMS

Term Definitions

Data Subject | The named or otherwise identifiable individual by all reasonable means
including but not limited to physical characteristics, personal identification
records, and biometric data. The data subject is the subject/key interest of
personal data processing.

Data The person or entity (Church Teachers’ College) that is appointed to process

Controller personal data.

Data Individuals or entities that are not employed by the data controller; however,

Processor(s) | they are responsible for processing personal data on behalf of the data
controller.

Personal Information (however stored) relating to: * a living individual; or ¢ an

Data individual who has been deceased for less than thirty years, that can identify

the individual from that information alone or from that information and other
information in the possession of an entity or organization. Personal data may
be electronic or hard-copy. Example: Identification number.

What is Your Personal Data?

Data including your race, nationality or ethnicity, religion, date of birth, age or marital
status. Your personal data may also include education, medical history, financial transactions
and criminal or employment record. Use of identifiable documents to collect your
information such as you; driver’s licences, Tax payer registration number, national
identification card, birth certificate, all contain your personal data. These documents may
contain your; signature, symbol or other specifically designed mark to identify you, your
address, telephone number and name. Personal data also include; your finger prints other
biometric information including eye colour, your deoxyribonucleic acid (DNA) and blood
type. General information about you that is contained in references or correspondence and

can plainly or subliminally identify you is also recognised as personal data.
The student privacy statement serves the following purposes;

* Provides information on the college’s management of personal data, including;

collection, storage, retention, distribution, usage and disposal.




= To inform data subjects of their rights and responsibilities in the management
of personal data, where you are a present student.

= Provide information on the responsibility assumed by the college in employing
the necessary technical and security measures that safeguards your personal
data.

= To inform data subject of the College’s processes for the; removal, correction,

giving or withdrawing consent and direct marketing of personal data.
Who is the data subject for this privacy statement for?

The student privacy statement applies to all students of Church Teachers College who are
governed by a contractual arrangement that has been established between the studentsand the
college. Some features of this Statement may be applied to students following the expiration
of the College’s contract period with students, depending on their membership in the Alumni

Association.
Why does Church Teachers’ College Process Person Data?

As part of its recruitment, academic and non-academic processes Church Teachers College
process personal and sensitive data. The college collects personal information through its
application forms, which forms part of your personal file that is retained under the legally
prescribed period and shared only when legally required to do so by various governing bodies
including but not limited to statutory, accreditation and health entities.

3. LEGAL BASES FOR PROCESSING

The College processes personal data in accordance with the lawful bases established under
the Data Protection Act, including:

* Performance of a Contract: to fulfil contractual obligations.

« Legal Obligations for Educational Compliance: Processing required for applicable laws,
regulations, accreditation, reporting obligations governing educational institutions.

« Legitimate Interests in Managing Student Records: processing necessary for the
effective administration, management, security, and maintenance of student records and
institutional operations, provided such interests do not override the rights and freedoms of
data subjects.

« Vital Interests: processing necessary to protect the life, health, safety, or well-being of a
data subject or another individual, particularly in emergency situations.



» Consent: processing based on the freely given, specific, informed, and unambiguous
consent of the data subject, where consent is the appropriate legal basis. Consent may be
withdrawn at any time, subject to legal and operational requirements.

4. Church Teachers College Collects information for the following purposes;

Activity/Process

Explanation

Recruitment

Your personal data will be collected to assess eligibility for acceptance to the
college. Following assessment your information may be used for further
processing or appropriately destroyed if client is ineligible.

Admission

Your personal data is collected by the college upon admission. Personal data
include those mentioned in the previous section of this document, but may
exclude some information that are unnecessary for specific processes. The
information collected during admission may require updates and corrections
which are within the rights of the data subject. Data subjects have the
responsibility to ensure that the personal information provided during admission
Is accurate and current.

Admission
(Accuracy of
Information)

Failure by applicants or students to provide accurate and complete information
at the point of admission relieves the College of responsibility for the accuracy
and validity of official documents issued, including transcripts, letters of
certification, and academic records. In accordance with the provisions of the
Data Protection Act, the institution relies on the integrity of the data supplied by
data subjects; therefore, any errors or discrepancies in issued documents arising
from incorrect or misleading information provided by the individual shall not be
the responsibility of the College.

Academic
Services

The diverse academic services provided by the college will require the
collection of your personal information for; degree programmes, assessment,
registration, attendance, academic misconduct, awards, graduation,
certification, provision of references and for the maintenance of our student
academic records. Academic records are kept for the approved retention period.

Non-Academic
Services

The college provides non-academic services to our students. Some of our
services include; library and IT services, health services, including counselling
and psychosocial support, writing and research support, campus safety and
security, accommodation management and other ancillary services, car parking;
access to campus facilities, gym, pool and other resources, including online
resources and internet access.

Financial
Services

The College collects your personal information to efficiently provide the
necessary financial services; which may include but not limited to the provision
of bursaries, scholarships, fee payment and other financial services necessary
for the contractual processes between the data subject and the institution.

Usage of
Personal Data

In keeping with the Data Protection Act the rights of the data subject is
maintained through the strict adherence of the use of personal data solely for its
intended purpose or otherwise permitted by the data subject through written
consent for other purposes.

Retention of
Personal Data

The personal data relating to academic achievements of students who have
attended the college and are currently attending is retained indefinitely by the
college. The retention period is in keeping with the College requirement for
legitimate processing of your information to maintain contact and provide
obligatory services to you or third parties upon your request.




5. COLLEGE CEREMONIES AND YOUR PERSONAL DATA

In keeping with the rich religious culture that is embedded into Church Teachers’
College, several functions are held by the institution annually. The functions held by the
college include; Matriculation ceremony, Awards ceremony, Valedictory service, Graduation,
religious ceremonies and observances. During these ceremonies data subjects may be
photographed or video recordings may capture your image. Personalized or impersonalized
captioned images of data subjects may be made available online by Church Teachers’

College or media houses. Church Teachers’ College and its’ partners may also publish degree
information that contains your personal data in the College magazines and on our online
platforms; this information may also be shared with relevant third party processors e.g. media
personnel. In all such cases, these third parties are required to uphold the same high standards
of data protection and confidentiality in line with the College’s commitment to protecting
your personal information.

We assure all data subjects that the same strict procedures for safeguarding your
personal information are applied to our data processors. The College reserves the right to use
footage captured during ceremonies and official functions for media publication and
promotional purposes, in accordance with prior agreements with data subjects. As such,
graduates and guests may be included in photographs and video recordings. Attendance and
participation in these events constitute implied consent for the recording and use of your
image by Church Teachers’ College.

If you do not wish to be recorded or would like your personal information removed,
you have the right to make such a request at any time. You also retain the right to withdraw

any previously given consent for the publication or use of your personal information.

6. CHURCH TEACHERS’ COLLEGE DATA PROCESSORS

Church Techers College has the responsibility to inform data subjects of its partners and

governing bodies with who the personal information of data subjects may be shared. The
following is a list of third party providers with whom your information may be shared.

» Financial and lending institutions relating to parties engaged for financial services
Software providers for academic and other institutional services

= Students Council for student governance and communication



= Ministry of Education and other relevant government ministries and associated
agencies

= Regulatory and Accreditation Bodies e.g Joint Board of Teacher Education (JBTE)
and Teachers Colleges of Jamaica (TCJ), University Council of Jamaica (UCJ),
Jamaica Tertiary Education Commission (JTEC).

= Legal entities responsible for crime prevention and investigation e.g. police, court

= Educational Institutions - where relevant personal information is requested for
transcripts, transfers, practicum engagement, other academic and non-academic
activities.

= Parents, guardians and next of kin (where there is a legitimate reason for disclosure).

7. RIGHT OF DATA SUBJECT IN PERSONAL DATA SHARING

Students have the right to restrict data processing by requesting to opt- out, unsubscribe or
withdraw consent especially when sharing includes marketing. Withdrawal of permission by
students may have implications for contractual agreements and further processing of personal
information, therefore while data subjects have the right to restrict data sharing arrangements,
there are limitations that can prevent such arrangements such as; when information is legally
required or within the best interest of data subjects and the general public. If you wish to have
your information corrected, deleted please contact the College or Data Protection Officer.
Where an opt-out is not in place, we will disclose relevant Personal Data to third parties,
including: partners, agents and contractors, where there is a legitimate reason for sharing your
information.

Some Rights of the Data Subject

The Processing of personal data undertaken by the data controller is within the ambits of the
Data Protection Act with the primary aim to protect the rights of the data subject. These
basic rights are further described under similar captions outlined in the Act

1. Rightto be Informed / Transparency
the data subject has the right to be informed by the data controller that their personal
data is being processed, by the entity. The data subject should specify the information
requested and be guided by the college policies regarding the processing period.

2. Right to prevent processing



The data subject has the right to request that the object to the commencement of
processing or request that processing cease. There are several circumstances that the
data subject may exercise this right. The data subject may indicate in writing to the
data controller his/ her objection to processing under the DP Act, except when
processing may be required for legal obligations, public interest and other exemptions
outlined in the DP Act. If you are dissatisfied with how your information will be
processed, or the processing of your information is not been done within legal ambits
and is causing you distress you may prevent processing while ensuring all due
processes are followed and may result in disruptions of services offered to you by the

college.

Right of Access

Data subjects have the right to request information from the data controller regarding
the processing of their personal data. You may request a description (and, in many
cases, a copy) of the personal data held about you, the purpose for the collection of
that information, how this information is stored, if third party processors has access to
your information and the retention period. Access to information is also guided by
institutional policies and may be denied if it’s not aligned to legal and institutional
obligations. Access to information is governed by reasonable time intervals and Data
controllers’ legal obligations. The data subject may indicate in writing to the data
controller his/ her request to view personal information that is being processed by the

data controller, under the DP Act.

Right to Withdraw Consent

The data subject must provide consent for the processing of their personal data. The
given consent is considered as; any informed, specific, unequivocal freely given
expression of will by which the data subject agrees to the processing of personal data.
If processing is based on your consent, you have the right to withdraw that consent at

any time in the same manner given.



5. Right to Rectification
the data subject has the right to request the rectification of any inaccuracy in their
personal data. Rectification may include the following; amendments, blocking,
erasing or destroying the data as part of the correction process. If your personal data is
inaccurate, incomplete, or misleading, you may ask the data controller to correct or

complete it.

6. Right Not to Be Subject to Automated Decision Making
The data subject has the right to refute in writing, decisions made solely on the basis
of automated processing having legal or similarly significant effects. The data subject

can request human review or object to that processing.

8. TECHNOLOGICAL SECURITY

For your safe use of technology at Church Teachers’ College, some information about
your device, including login identification, your IP address and other information
regarding your operating system, and browser may be collected by our server. This
information that is collected is used solely for system administration and statistical
analysis. It reflects general user browsing patterns on our website and does not identify

any individual user.

9. SOCIAL MEDIA POLICY

Church Teachers’ College encourages the safe, respectful and professional use of social

media. The college does not promote, nor does it tolerate the use of social media to
tarnish the reputation of any individual, public figure, the college and its associates.

Church Teachers’ College recognises acceptable social media use as;

1. Respectful online engagement on all platforms

2. Posts that are not intended to cause harm or damage to anyone

3. Posts that do not disclose private and confidential information positive
4. Posts that share creditable academic or non-academic information that is

beneficial to the public or college community.



5. Uplifting a post that aligns to the colleges’ 3 Ds Mantra- Dignity, Discipline

and Decorum.

Students’ activities on the college website and network are monitored to ensure compliance
with the college standards and ethical use of technology. The access of inappropriate or
unauthorised website may result in restrictions, such as temporary or permanent blocking

from the system. The college monitors student use of its website and network systems to
ensure compliance with acceptable use standards

This policy is applicable to all students of Church Teachers’ College who access and utilise
the college’s website accessed on or off the college campus, network, social media platforms,
and personal pages where the personal information of data subjects of Church Teachers’
College is processed. The college does not condone the misuse of any social media platforms
and urges all students to be vigilant in protecting their privacy while maintaining our

established ethical standards.

10. UNAUTHORIZED PUBLICATION OF PERSONAL DATA

The college prohibits the unauthorised sharing or publication of personal data of others, such
as; pictures, images, videos or any information that clearly identifies an individual. Students
who are found in breach will first be asked to remove the prohibited content immediately,
failure to do so will result in an escalation of the matter to the senior management of the
college. The breach will then be formally reviewed by the management team and the
necessary sanctions including disciplinary action will be applied in accordance with college

regulations.
11. FUNCTIONS AND CEREMONIES DATA PRIVACY RESTRICTIONS

To safeguard the privacy of all data subjects the college has strict recording and
publishing guidelines that must be adhere to by all students. Official recordings of
ceremonies, lectures and events may only be conducted by authorized personnel
designated by the college. In light of this regulation, the use of mobile phones or
recording devices during official functions and ceremonies to capture images, videos,

personal data or audio of others is restricted unless explicit permission is granted by the



college. The storage, sharing, or publication of such content without consent is also
strictly prohibited.

Compliance and Enforcement
All Students of the Church Teachers’ College community are required to observe the
regulations outlined in the privacy policy. Breaches will be addressed through established

disciplinary procedures and may involve legal implications where applicable.

12. REVIEW OF POLICY

The College urges all students to consult this Student Privacy Statement for clear
understanding of the protocols and procedures regarding data protection and to be
advised that this policy will be reviewed periodically to ensure full alignment with
data protection laws, institutional standards, and evolving digital practices. For further
assistance you may also consult Mrs. Debbie-Ann Peak- Johnson acting Data
Protection Officer @ debbieann.johnson@ctc.edu.jm or call the Data Protection office
@ 876- 962-0701Ext. 2287
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